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» Hawa muccud

Cnoco6cTBOBATH YCNelWHOMyY
pa3BuTUiO BU3HEeca HalUX KNNEHTOB,
npefocTaBss KayecTBeHHble 1
HafieXHble peLeHuns



YyBCTBUTENBHOCTb
K OKPYXeHUIo

Mbl n3yyaem GU3HEC HALINX
MapTHEPOB U KIIMEHTOB,

nomoraem pasBuBaTh ero n
pacTem BMECTe C HI M Camu.

TepnumocTb

MbI cTpemumces cTpoutb
KOHCTPYKTUBHbIE OTHOLIEHUSA
KaK C HallMMK napTHepamu,
TaK 1 C KNNeHTamu.

CnnoYyeHHOCTb
N NAEHTUYHOCTb

Mbl cTpOUM NapTHepcKue
OTHOLUEHMUS BHYTPY
KOMMNaHWW, 3aKnajblBas
VHAMBUAYANbHOCTb
KaXX[10ro B OCHOBY
KOpMopaTMBHOIO couuyma.

HoBaTtopcTBO

Mbl nHBecTUpyem
60/blune pecypchl B
passuTne 1 0bydeHne
HalWX COTPYAHNKOB
N KIMEHTOB.

LleHHOCTW
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100 %

YKPaVHCKUi OcHoBaHa

806'32:;”” 4aCTHbIN B 1997

B 2011 rozy Kanutan roay

cocraBun
B 2011 rogy
peanv3oBaHo $ 82 mH.
6onee 450
MPOEKTOB BO
BCEX pPernoHax q)aKTbI
YKpauHbl

O KOMMNaHN"

«BMC KOHCanTUHI»

Lrar
COTPYAHWKOB
6onee 220
YyenoBek *

NHBectuymm
B cepTuduKaLmio
1 00yyeHne COTPYAHUKOB
6onee $200000

PabOTHUKM KOMMNaHUK
NPUHUMAIOT aKTUBHOE
yd4actune B CoumanbHbIX
n 6ﬂa|’OTBOpVITeﬂbeIX

KomnaHus umeet onbit
paboTbl C MEXAYHAPOAHBIMY
(hMHAHCOBBIMU MHCTUTYTaMW
Y KOMNAHWAMY

nporpammax
Jinanpytowme
YcnelwHo pa6oratot nogmlam gJ'
co6CTBEHHAs TecToBas peviTuHrax
6 na6oparopus n 100 TOM-100 1
y4ebHbIii LLeHTp CepTVI(bI/ILWIpOBEHHbIX «[Bapans-500» | * Mo aanHbin
crneynanmncros Ha 1 ceHTAbpsA 2012 roga




CoBpEMEHHbIN pUTM paboTbl BCE Yallie CTaBUT Nepej py-
KoBoauTenamu WT-noppaspeneHuii 3apadvyy BHEAPEHUA
MHHOBALMOHHBIX PeLleHuii ans obecneyeHns MobUIbHO-
ro pexuma paboTbl COTPYAHNKOB KOMMAHMUN.

OuyeBMHO, YTO MONb30BATENbCKNE NMEPEHOCHbIE YCTPON-
CTBa — 3TO OAMH M3 IKOHOMUYECKMN 3P EKTUBHbIX U NPU-
B/IEKaTe/IbHbIX CNIOCOBOB MNOBbILLIEHWS NPOU3BOANUTENBHO-
cT1 Tpyaa. Ho, MHorve opraHusaummn npeanoyutatT He
MOAKNI0YATb MepPCOHaNbHbIe YCTPONCTBA COTPYAHUKOB K
KOPMOpaTMBHOM CETU, 3a4acTylo Mo NpUYMHaM, CBA3aH-
HbIM C YBENMYEHWEM PUCKOB YTEYKU MHOPMALUK MpU
Kpaxe, yTepe WAu HejoCTaTOYHON 3aLULLEHHOCTU 3TUX
YCTPOMCTB.

PaccmoTpum cTpateruio peieHus 0603HaYeHHbIX Mpo-
6nem — BYOD (Bringyourowndevice, npuHecu cBoe cob-
CTBEHHOE YCTPOICTBO B KOPMOPATUBHYIO CETh). BaHbIM
anemeHToM ctpaterum BYOD aBnsetca 3awjMLEHHOCTb
KOPMOpaTUBHBIX JAHHbIX, MPUIOKEHUA U CUCTEM, KOTO-
pas obecneynBaetcs nytem 3cHEKTUBHOrO MOHUTOPUH-
ra u KOHTpons TpaduKa NoAKIYaEMbIX YCTPOIACTB.



3bdeKTMBHOCTb
paboTbl ¢ BYOD

-
o

Tenepb paboTa cneLuannctoB No NHHOPMaLMOHHBIM TeX-
HO/MOTUSIM He OrpaHMYMBAETCA MPOCTbIM A06aBiEHNEM
ycTporictBa B ceTb. VHTennektyanbHoe pewenune Cisco
BYOD npeo6pasyert Bclo pabouyto cpesy, 3Ha4UTENbHO Mo~
BblLLUas NPOM3BOANUTENBHOCTL TpyAa. OHO ynpollaeT paboty
MHPACTPYKTYPbI 3@ CHET KOMMIEKCHOTO YNPaBIEHUs 13-
HEHHbIM LMKIOM MOAKIYEHUA NepCcoHanbHbIX YCTPOMCTB
B KOPNOPaTUBHYIO CETb, MO3BOJIAAET NO/Ib30BATENO CAMOMY
BbIOUPaTh YA06HbIV Ans cebs pexum paboTbl, a opraHu3a-
UMAM — 3aLMLLAThb AaHHbIE 3@ CYET UCMOb30BAHUSA YHU-
(h1LMPOBAHHO NOAUTUKM 1 MOAAEPIKKM paboyeit cpefbl,
BbIXOAALLEN 33 paMKK KoHuenuumn BYOD.

VHTennektyanbHoe pelerne BYOD obGecneuvBaer ap-
XUTEKTYPHbIN MOAXOA, BKOYAIOWMIA yKe NPOBEPEHHble
NMPOEKTHble CeTEBble PeLleHns 1 CEPBUCHI, YTO NO3BONAET
npesnpUATHIO 3aHUMATbCA B NePBYI0 04epeb MHHOBAL M-
AMU, @ He BHeAPEeHNEM OTAeNbHbIX CUCTEM MO YacTam. Pe-
LWeHWe NpefocTaBnseT yHUdMLMpoBaHHOe paboyee npo-
CTPAHCTBO, MOBbIWALLEe NPOU3BOAUTENBHOCTb TPYAA U
KayecTBO COBMECTHON paboTbl NPU UCMOb30BAHMM Nli0-
60oro ycTpoiicTea B Nlo6om mecTe.



NHTennektyanbHble pewenmnsa Cisco pac-
wupAoT KoHuenunio BYOD v npegocras-
NAT 3aKa3ynMKam TPU OCHOBHbIX Mpeu-
Myl ecTBa:

YHuMuMpoBaHHas nonAuTUKa AnA 6Ge3onacHo-
ro goctyna — efuHas MOAWUTMKA 3allulLaeT [aH-
Hble, NPUNOXEHUA U CUCTEMbI B pamKax BCeil op-
raHusauuu, obecnedyvBaer onpegeneHne npodu-
19 N0NIb30BaTeNsA, COCTOAHNA TOUKM NOAKMNOYEHUSA U
yCTPOWiCTBa, AOCTYN K CETU U ynpasneHme mMobuib-
HbiMK ycTpoiicteamu (MDM). Cisco Take obecne-
ymBaet 6e30MacHOCTb aHHbIX B CETU (KaK Ha Tep-
pUTOpPUK OpraHn3aLum, Tak 1 3a ee npeaenamm) ans
obecneyeHns 3awnTbl NPaB Ha UHTENNEKTYaNbHYIO
COBCTBEHHOCTb, MOCPEACTBOM 3aU(MTbl [AHHbLIX K
MPUNOXKEHNA Ha MOBUIbHBIX YCTPOMCTBAX.

YHUKanbHble YCIOBUA PaGoTbl — MaKCMManbHoe
yBeNNYeHne Npoun3BOANTENbHOCTA TPYAA KOHEYHO-
ro nonb3osarens 6Gnarogaps MCNoib30BaHWIO ca-
MbIX COBPEMEHHbIX CPEACTB OpPraHn3aLnm CoBMecT-
HOM paboTbl M 06ecneyeHnss KPUTUYECKU BaXKHOMO
HaeXHoro 6ecnpoBOAHOTO AOCTYNa.

YnpoueHue onepaumii — cepsucol Cisco nomoratot
obneryntb passepTtbiBaHue peleHus BYOD, ycko-
pWTb NONy4YeHWe MONOMKMUTENbHbIX Pe3yNsTatoB OT
€ro BHepeHwus, 06ecneynTb KOHTPO/b U CHUXEHUE
onepawuMoHHbIX PacxofoB, COCPEAOTOYUTb BHUMA-
HUe CneLnanncToB Ha UHHOBALUAX.



10

3awmra
MOOBUNBHBIX AAaHHbIX

Cisco npegycmatprBaeT eiMHy0 NOAUTUKY AN BCEN opra-
HU3aLuu, B TOM YiCie AN onpefeneHus npohuns nosb-
30BaTes, COCTOSHUA TOYKM NOAKIYEHNA U YCTPOICTBA,
A0CTyNa K CeTV 1 ynpaBneHns MoOUAbHBIMU YCTPOWCTBA-
mu (MDM). NHHoBauwmm pewenus Cisco Identity Services
Engine (ISE) BKkntoYaloT HOBbIE CPEACTBA NOAKIIOYEHNS K
cetn 6e3 yyacTus nonb3oBatesien, a TaKKe UHTErpaLuio
LLeHTPaIbHOM NONUTUKYM C MOMOLLbIO OTKPBITBIX UHTEPdeil-
cos nporpammupoBanus (API) ¢ pewenusmu MDM (BKAto-
4yan HaCTPOWKy NONUTMKM yaaneHna ganHoix MDM vawm no-
NUTWKY AOCTYNA K CETU Ha OCHOBE aHanun3a xapaKTepucTunk
MDM). Huke onwucaHbl yHUULMPOBAHHbIE peleHns ans
obecneyeHuns 6e3onacHoCTy.




Mnarcdopma Cisco Identity Services Engine (ISE)
C pacwmpeHHbim yHKuMOHanom nossonset UT-
noapasaeneHnsm obecneymsatb MOOUIbHYIO CBO-
604y 6U3Heca, UCNOb3ys MOAUTUKY ONpeaeneHuns
BpemeHu, mecta ¥ cnocoba NoOAKYEHUS NOJb-
3oBatenen K cetu. PacwmpeHHble dyHKLUKU onTH-
MU3UPYIOT yCI0BUA paboTbl Nonb3oBatenen, ynpo-
Was CcamocCToATeNbHOE BbINONHEHVE oOnepalui
nonb3osaresiem. HoBble BO3MOMHOCTM CEHCOPOB
YCTPONCTB 06ecneynBaloT Camyio TOUHYIO WAEH-
TUUKaLNI HOBbIX YCTPOMCTB B CETU C NMOAAEPHK-
KoM 6OMbLIOr0 YMcna TUMOB YCTPOICTB. ITO Mno-
3BO/IAIET MOAYYUTb Hanbonee NonHylo U maclTab-
HYI0 KapTWHY COCTOAHMA BCen ceTu. B pewennn ISE
TaKXe npefycMOTPEHA BO3MOXHOCTb CKAHMpPOBa-
HWA YCTPOICTB B peanbHOM BPEMEHU AfiA mnonyye-
HUA Hanbonee AO0CTOBEPHBIX CBEAEHUI. ITU dyHK-
LMK yIyYLWAKoT YyCI0BMA paboTbl Nosb30BaTeNEei 1
NoBbILLIAIT YypoBeHb 6e30MacHOCTU UX YCTPOMCTB.
Cisco obecneynBaeT eanHyl0 NONUTUKY B pamKax
BCei opraHu3auuu Ans npoBofHbIX, 6ecnpoBos-
Hbix 1 VPN-ceTen. 370 CywecTBEHHO MOBbIWAET
ypoBeHb 6€30MacHOCTW ANs NpeanpuaTUS B e oM
1 ynpouiaer ynpasneHue.

HoBble pelweHus No MHTerpaumum CUCTeM ynpas-
neHus MobunbHbiMU ycTpoiictBamu (MDM). [ns
3alMTbl AaHHbIX, HAXOAALWMXCA Ha MOOUAbHbBIX
ycTpoiicTBax, U obecnedyeHus cobniogeHus Hop-
MaTuBHbIX TpebosaHuii Cisco coTpyaHMUYAET C He-
CKONbKMMM MOCTaBLMKAMW TaKUX cMCTEM. ITO no-
3gonser WT-nepcoHany nonyd4atb 6onee moaHyo
MHhOPMaLMI0 O KOHEYHbIX YCTpOoiCTBax U bonee
rMOKO ynpaBasaTb UX JOCTYNOM B CETb C Y4ETOM CO-
OTBETCTBUA MONUTUKE KOMMAHUW: Hanpumep, Tpe-
Oys GNOKWMPOBKM WAWM MpeaycmaTpuBas OTKas B
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NOAKNIOYEHUN K CeTU ANA YKPaLeHHbIX YCTPOMCTB,
a TaKXe Mo3BonAs yaanATb AaHHble C MOTepsAH-
HbIX MW YKpafeHHbIx ycTpoincTB. Cisco ncnonb3y-
eT nHopmauuto, nonyyeHHyto ot cuctem MDM ans
onpeaeneHns HeoOX0AUMON NONUTUKM.

HoBble ceHcopbl AN UAEHTUDUKALMYU U KnacCu-
(hUKauUm YCTPOIACTB C BO3MOMXHOCTbIO MaclTabu-
pOBaAHMA B PaMKax CETV Tenepb NoAAEPKNBAOTCS
KOHTpOnnepamu 6ecrnpoBoHbIX TOKANbHbIX CETEN.

Pewenne Cisco AnyConnect Secure Mobility
Client penaet 6onee npocroii U 6e3onacHoi pa-
60Ty B BMPTYyaNnbHOW CETU C YIYUYLWEHHOW TEXHO-
NOrnein yaaneHHoro foctyna Ans KAWeHTa BUPTY-
anbHom cetn Cisco AnyConnect™. 310 npunoxe-
Hue obecneynBaer ayTeHTUGUKALMIO NO CTaHAAp-
Ty 802.1X M NOCTOSHHOE NOAK/IOYEHME K BUPTyaNb-
HOW CeTW AN Camoro WUpPOKoro B oTpacaun Habopa
HOYTOYKOB M CMapT(hOHOB, UCMOMb3YIOLUX, B TOM
yucne, nnathopmbl i0S®, Android® n Microsoft
Windows Mobile®.
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Mo6UNBbHOCTb —
aKTyanbHas UHHOBAL WS

“»>

PeweHuns Cisco 06beANHAIOT B OAHO L|efi0e NPOBOAHbIE
cetn, cetn Wi-Fi n 3G/4G. Ctangapt HotSpot 2.0 obecne-
YMBaeT COBMeCTHyto paboTty cotoBoii cetn 1 cetn Wi-Fi, 1
Cisco pa3pabaTtbiBaeT peleHns Ans COT Manoro pasme-
pa, CTMpatolime rpaHuLbl Mexay 3Tummn cetamu. Obuas
nnathopma 06beAnHAET MOUTUKN U CPEACTBA ynpaBne-
HUA AnA npoBoaHow cetn 1 cetn Wi-Fi, a nHdpacrpykry-
pa Cisco VXI obecneynBaet ynpaBnsiemblit JOCTyn K pa-
604MM CTONam OTOBCIOAY, BHE 3aBMCMMOCTU OT MCMOMb-
3yeMoro Ans 3TOoro yCTponcTBa unu cet. B pesynsrate B
pacrnopsKeHUN KNMeHTa OKa3blBaeTcs maclutabmpyemas
nnathopma ans pas3BepTbiBaHNS HOBbIX CEPBUCOB C 06e-
cneyeHnem 6€30MacHOCTY JaHHbIX NpeanpuaTus. 3To no-
3BO/IAET B MOJHOW Mepe MCMonb30BaTb NpenmyLLecTsa
HOBbIX BO3MOXHOCTE MOOUIbHBIX TEXHONOTUI U Nep-
CMEeKTUBHbIE BO3MOXKHOCTM KoHuenuuu BYOD.

KopnopatneHas cetb — 370 cpeaa, paboTa B KOTOPOW
opraHv3oBaHa Ha OCHOBE MONWUTUKWN NPeANpPUATUA C NO-
MOLLbIO MCNOMb30BaHUA CPeAcTB MaeHTUdMUKaumum ISE
COBMECTHO C MpPOBOAHOW unu 6ecnpoBoaHoin MHbpa-
CTpyKTypoOit. CNpaBnUTbCA C PacTyLUM YMCAOM MOOUb-
HbIX YCTPOWCTB B HEW MOXHO TONbKO LieHTpann3oBaH-
HbIM BHeApPEHMEeM aBTOMAaTU4yecKu NprMeHAemMOon mno-
nntukn. Cpeacteo naentudukauyun Cisco ISE asnaerca
eAVHbIM pelleHeM A/is ee peann3almmn B maclutabe op-
raHu3sauuu, No3BoNALWNM OTKa3aTbCA OT MCMNONb30Ba-
HUA HECKONbKMX peLleHnid, Tpebytowmx pyuyHoi CMHXPO-
HM3auum.
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